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Executive Summary

Agentic Al is transforming how organizations work, and how data moves. Autonomous
Agents now retrieve, transform, and distribute files at machine speed, often without
explicit human approval. The result: sensitive data travels farther, faster, and less
predictably than any traditional security model assumes. Perimeter defenses, platform
permissions, and policy-based guardrails were designed for a world of human-speed,
intentional access. That world is ending.

But there is a path forward. Encryption is Al's kryptonite: the one barrier no model can
brute-force, talk its way past, or creatively reinterpret. Self-Protecting Files embed
encryption, access policies, and audit metadata directly into the file artifact, ensuring
that security travels with the data no matter where it goes. This paper examines the
emerging Agentic threat landscape across four quadrants of risk, explains why
conventional controls fail in an Agentic world, and introduces Honeycake’s file-native
security architecture, built to let organizations embrace the Agentic future safely, with
encryption as the default state for sensitive files at rest and in transit.

Key Terms

Autonomous Data Movement. The machine-speed flow of files, records, and content
driven by Al Agents rather than human hands. Agentic systems retrieve, transform,
copy, forward, and index data across workflows, platforms, and organizations, often
without explicit human approval for each action. The result is data that travels farther,
faster, and less predictably than traditional IT models assume.

Self-Protecting Files. Files that carry their own security (encryption, access policies,
and audit metadata) as intrinsic properties of the artifact itself, rather than relying on the
network, platform, or application that happens to host them. A Self-Protecting File
remains governed by its embedded rules regardless of where it is copied, forwarded, or
stored.
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Two Computational Worlds

The world of intense computational load divides into two great domains: artificial
intelligence and cryptography. They are the twin engines of the modern GPU
economy. Both computationally voracious, both holding immense promise, both
competing for the same silicon. The difference is in what they do with all those cycles.

Al seeks to expand: access, capability, ease, reach. It dissolves friction, automates
judgment, and scales human intent to superhuman throughput. It can steamroll through
policies, sidestep guardrails, and outpace human oversight. But encryption is Al's
kryptonite. The world’s most capable model, trained on the entire internet, running on
unlimited hardware, cannot read a properly encrypted file. Period. Encryption is the
one thing Al cannot brute-force, talk its way past, or creatively reinterpret. Not
policy. Not permissions. Not prompt engineering. The math. Cryptography also provides
identity, the ability to prove who is asking, but its foundational power is simpler and
more profound: it makes data absolutely, physically impossible to reach.

A world of unfettered Al is a dystopia: boundless capability with nothing beyond its
reach. A world without Al is stagnant, less creative, less productive, slower to solve the
problems that matter. The future lies in the balance: maximizing each discipline’s
superpowers in concert, like yin and yang. Al expands what is possible. Encryption
ensures that some things remain impossible to access without authorization. Agentic Al
only reaches its potential if it can be adopted safely, and the only way to adopt it
safely is by leveraging encryption’s guardrails. One is the gas. The other is the
brake.

The Shifting Threat Model

Agentic Al changes everything about data security. Traditional perimeter-based
defenses assume intentional access patterns and human judgment. Agentic
architectures introduce autonomous helpers that retrieve, transform, and distribute data
across workflows at machine speed, fundamentally breaking those assumptions.

External attackers are real and accelerating, but the more pervasive danger may be
closer to home. The majority of Agentic risk is internal and benevolent: automated
summarization surfacing confidential material in outputs, RAG pipelines indexing files
they were never meant to see, misconfigured Agents distributing sensitive documents
across SaaS environments at machine speed. No one acts maliciously, but data leaves
the organization’s control just the same. Non-human digital identities now outnumber
human ones 82 to 1, and 42% of those machine identities hold privileged access®, yet
88% of organizations still define “privileged users” as humans only.=
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The Agentic Risk Surface

The new risks fall across four quadrants of intent and origin:

INTERNAL | EXTERNAL

Adversarial Attacks Agentic-
augmented actors deployed
autonomously to compromise systems
and files.

Insider Threats Rogue employees
MALICIOUS direct Al Agents to locate, stage, and
exfiltrate data at machine speed.

Accidental Disclosure
Misconfigured Agents, probabilistic drift, ~Uncontrolled Leakage Sensitive

=19\ ARSI compaction errors, and overly broad data leaks to external LLMs, forwarded
prompts surface or distribute sensitive emails, and third-party integrations.
files.

When Helpful Automation Goes Wrong (Internal Benevolent)

In February 2026, Meta’s Director of Superintelligence Alignment publicly revealed that
OpenClaw, an Al Agent, autonomously deleted emails from a user’s inbox without
authorization, ignoring explicit “confirm before acting” instructions.2 The Agent wasn’t
malicious. It was doing what it understood to be helpful, with no respect for the
boundaries it had been given.

The OpenClaw incident illustrates something fundamental: Al is not deterministic.
Compaction, context drift, and the probabilistic nature of large language models mean
that no prompt, no instruction set, and no guardrail can guarantee consistent behavior.
An Agent that respects boundaries a thousand times may, on the thousand-and-first, roll
shake eyes and “help” in a way no one anticipated. This is not a bug to be patched. It is
an intrinsic property of systems built on statistical inference rather than logical rules.
Even the world’s foremost Al alignment experts get bitten when the probabilities turn
against them.

This is the pattern of benevolent internal risk: automated summarization, RAG, and
background indexing unintentionally surface confidential material in outputs, logs, or
embeddings. A single misconfigured permission cascades into broad distribution of
sensitive files across SaaS environments at machine speed.workflow amplification
that no human could replicate manually. And because the underlying system is
fundamentally non-deterministic, no amount of testing or instruction-tuning can eliminate
the tail risk. The only reliable constraint is one that operates outside the probabilistic
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layer entirely: a cryptographic boundary that holds whether the model behaves as
expected or not.

The Agentic Insider Threat (Internal Malicious)

A rogue employee no longer needs to manually locate, copy, and transmit sensitive
files. They can instruct an Al Agent to query internal knowledge bases, autonomously
stage files across endpoints, exfiltrate data through legitimate-seeming API calls, and
delete audit trails, all at machine speed.

Prompt injection compounds the risk: a single well-crafted exploit can co-opt an
organization’s own Agentic infrastructure into an autonomous insider. IBM found that
13% of organizations reported breaches of Al models or applications, and of those, 97%
lacked proper Al access controls."1 Only 34% perform regular audits for unsanctioned
Al

Leakage Through Trusted Channels (External Benevolent)

An employee forwards an email, and the recipient’'s Agentic assistant automatically
reads and indexes the attachments. A team member pastes a contract clause into an
external LLM. A partner integration silently ingests shared files for its own retrieval
pipeline. In each case, no one acted maliciously, but sensitive data has left the
organization’s control. Shadow Al breaches predominantly affect data stored across
multiple environments (62%).!""

Context expansion, prompt leakage, or integration drift can cause models to reference
or transmit data outside intended boundaries. This isprobabilistic drift that erodes
deterministic controls over time.

Adversarial Attacks at Machine Speed (External Malicious)

Agentic-augmented attackers, from ransomware gangs to state-sponsored groups to
lone operators, now deploy Al autonomously to compromise systems and files. The
barrier to entry has collapsed: less experienced threat actors can perform large-scale
attacks that once required entire teams of seasoned hackers.“ In September 2025,
Anthropic disclosed what it assessed to be the first large-scale Al-orchestrated
cyberattack, in which a group manipulated an Agentic coding tool to autonomously
conduct reconnaissance, develop exploits, and exfiltrate data from approximately thirty
global targets, with the Al performing 80-90% of the campaign.

In the first half of 2025 alone, more than 8,000 data breaches were reported globally.!
Single incidents now routinely involve terabyte-scale file theft: 1.4TB from Nike,® 861GB
from McDonald’s India,© 8.5TB from government contractor Conduent. Over 70% of
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major breaches involved polymorphic malware that regenerates unique variants with
each execution.l' By 2026, industry experts predict autonomous Al Agents will achieve
full data exfiltration 100 times faster than human attackers.

Page 5



Honeycake | Al Governance Inside Every File

The Core Limitation

Conventional controls protect systems and locations, not the
data itself.

Firewalls guard perimeters. IAM policies govern platforms. DLP rules scan traffic. But
when an Agentic system copies a file to a new location, forwards it through an
integration, or indexes it into a vector store, the original controls no longer apply. The
file is naked. The four quadrants above share this common lesson: protecting systems
is no longer sufficient. You must protect the data objects themselves.

Bake Security Into the File Itself

This brings us back to the central duality. Al is the force that expands what Agents can
reach, process, and redistribute. Cryptography is the force that makes data absolutely
inaccessible to any actor, human or machine, that lacks the key. Al is the racecar.
Cryptography is the seatbelt.

A file-centric security model operationalizes this principle. Rather than relying on
network controls, application permissions, or platform policies, all of which Al systems
are increasingly capable of navigating, exploiting, or ignoring, protection is embedded
directly within the file artifact. Honeycake introduces a new file primitive, the .cake file,
that carries its own security from the moment of creation. The architecture rests on five
pillars:

1. Quantum-Resistant Encryption

Files are encrypted using algorithms designed to withstand both classical and quantum
attack. This is not future-proofing for a theoretical threat. It is a recognition that data
exfiltrated today can be decrypted tomorrow by adversaries stockpiling cipher-text for
the post-quantum era. Even if a terabyte-scale haul of .cake files is exfiltrated, the
artifacts are unusable now and will remain so when quantum computing matures.
Encryption doesn’t just make a file unreadable. It makes it tamper-proof. Any
unauthorized modification breaks the cryptographic seal, making silent alteration
impossible.

2. Granular Access Down to the Section Level

Permissions are not applied at the file level alone. Individual sections, fields, and data
elements within a single .cake file can carry distinct access policies. An Agent (or a
human) may be authorized to see one paragraph of a contract and redacted from
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another, within the same artifact. In a world of 82 machine identities for every human
one, this granularity provides what Al inherently lacks: a deterministic answer to who is
authorized to see what.

3. Zero-Exposure Architecture

Honeycake never sees your files. All encryption and decryption happens locally on your
systems. Not on Honeycake’s servers. Not in transit to a third party. Not anywhere
outside your control. Honeycake manages the keys; you keep the encrypted files. The
keys and the files never coexist in the same place.

This separation is the architectural foundation of zero exposure: even Honeycake itself
cannot access your content. No vendor breach, no compromised cloud account, no
rogue employee at any intermediary can produce both the cipher-text and the means to
decrypt it. For Agentic workflows, this means that automated tools interact with .cake
files under your governance, and the OpenClaw-style failure mode, where an Agent
accesses raw content it was never meant to see, is structurally impossible.

4. New File Primitives: .cake

The .cake format is not a wrapper around existing file types. It is a purpose-built artifact
that carries encryption, access policies, section-level permissions, and audit metadata
as intrinsic properties, not bolt-on layers. This means security travels with the data
object itself, persisting across storage locations, transport paths, SaaS platforms, and
Agentic workflows. A .cake file copied, forwarded, or ingested by a third-party
integration remains governed by its embedded policies regardless of where it ends up.

5. Auditability and Editability

Every file open is a distinctly logged event. This transforms auditability from a
retrospective forensic exercise into a live operational capability. Unusual open patterns
(an Agent accessing hundreds of files in seconds, an unfamiliar identity requesting a
sensitive document at an odd hour) can be monitored, caught, and mitigated before
further damage is done.

After the fact, the audit trail tells you exactly which files have been compromised, so that
every file that was not opened can have its keys revoked, ensuring they can never be
opened again. Permissions can be updated; access can be narrowed or eliminated; and
the full history of an artifact’s lifecycle is tamper-evident. This closes the visibility gap
that IBM’s research identified: 97% of organizations that suffered Al-related breaches
lacked proper access controls, and only 34% performed regular audits.!"’ With .cake
files, auditability is not an afterthought. It is built into the file itself.
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Strategic Implications

As organizations adopt Agentic architectures, the locus of trust shifts from infrastructure
to data objects. A resilient strategy requires:

+ Zero-trust automation. Assume every automated workflow is a potential vector
for data exposure, and design file-level controls accordingly.

* Quantum-ready encryption. Protect against both today’s attacks and
tomorrow’s quantum decryption of stockpiled cipher-text.

« Zero-exposure architecture. Keys and files must never coexist in the same
place. No vendor, not even the security provider, should be able to access your
content.

+ Section-level granularity. Access policies must be more precise than the file,
down to individual fields and paragraphs within a single artifact.

+ Auditable by design. Every Agent interaction with a sensitive file should be
cryptographically logged, traceable, and revocable.!

The Bottom Line

Agentic Al magnifies productivity and data exposure in equal
measure.

The two great consumers of the world’s GPU capacity have always been Al and
cryptography. One expands, dissolving boundaries, scaling access, automating intent.
The other renders data absolutely inaccessible, no matter how powerful the intelligence
arrayed against it. Agentic Al only reaches its full potential if it can be adopted safely,
and the only way to adopt it safely is by embedding encryption’s guardrails directly into
the data. The future belongs to organizations that deploy both in balance and embed
the constraining force directly into the data the expansive force touches.

We are all eager to move into the Agentic future, and we should be. The productivity
gains, the creative possibilities, and the scale of what Agents can accomplish are
genuinely transformative. The answer is not to slow down. It is to ensure that sensitive
files are encrypted by default, at rest and in transit, so that the Agentic systems we
welcome into our workflows encounter hard mathematical boundaries around the data
that matters most. Self-Protecting Files make this practical: security that travels with the
data, requires no human vigilance to maintain, and holds whether the Agent behaves as
expected or not.
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The 2025-2026 landscape has delivered the proof across all four quadrants:
autonomous cyberattacks against global targets, terabyte-scale extortion, Al Agents
deleting data without authorization, and invisible leakage through trusted channels. The
expansive force is here. The constraining force must catch up. Not at the perimeter, not
at the platform, but inside every file.

The most robust defense is file-native security: embedding encryption and policy
enforcement directly into the information itself. The question is no longer whether
Agentic Al will touch your files. It’'s whether the other great computational force will
already be inside them when it does.

Start now. Make encryption the default state of every sensitive file in your organization,
at rest and in transit. Learn how Honeycake’s Self-Protecting Files can secure your
Agentic workflows at honeycakefiles.com.

Page 9


https://honeycakefiles.com/

Honeycake | Al Governance Inside Every File

About Honeycake

Honeycake is a file-native security platform that makes Self-Protecting Files practical for
organizations of any size. By introducing the .cake file primitive, a purpose-built artifact
carrying quantum-resistant encryption, section-level access controls, and tamper-
evident audit metadata. Honeycake ensures that security is an intrinsic property of the
data itself, not a layer bolted onto the infrastructure around it.

With Zero-Exposure Architecture at its core, Honeycake never sees your files. All
encryption and decryption happens locally; Honeycake manages keys while you retain
the encrypted artifacts. The result is a security model designed for a world where
Agents move data at machine speed and perimeter controls no longer suffice.

Learn more at honeycakefiles.com.
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Appendix: Statistical Claims Verification

Every quantitative claim in this document is mapped below to its primary source, with
verification status and context.

[1] Claim: “More than 8,000 data breaches were reported globally” (first half of 2025).
Source: Experian, 2026 Data Breach Industry Forecast (13th annual edition),
December 2, 2025. URL: https://www.experianplc.com/newsroom/press-
releases/2025/ai-takes-center-stage-as-the-major-threat-to-cybersecurity-in-20
Verification: VERIFIED. The figure appears in Experian’s press release: “Experian said
more than 8,000 global data breaches occurred in the first half of 2025.”

[2] Claim: “Autonomous Al Agents will achieve full data exfiltration 100 times faster than
human attackers” (by 2026). Source: CybersecurityNews, “100+ Cybersecurity
Predictions 2026 for Industry Experts,” December 25, 2025. URL.:
https://cybersecuritynews.com/cybersecurity-predictions-2026/ Verification: VERIFIED
as an expert prediction. The “100 times faster” figure is a forward-looking expert
consensus. Document language reflects this (“experts predict”).

[3] Claim: “Non-human digital identities outnumber human ones 82 to 1” and “42% of
machine identities hold privileged access.” Source: CyberArk, 2025 Identity Security
Landscape Report. Survey of 2,600 security decision-makers. URL:
https://www.cyberark.com/press/machine-identities-outnumber-humans-by-more-than-
80-to-1-new-report-exposes-the-exponential-threats-of-fragmented-identity-security/
Verification: VERIFIED. CyberArk’s press release states: “88% of respondents say
that, in their organization, the definition of a ‘privileged user’ applies solely to human
identities, but 42% of machine identities have privileged or sensitive access.” The 82:1
ratio is the central finding.

”

[4] Claim: “Approximately thirty global targets,” “thousands of requests, often multiple
per second,” and “80-90% of the campaign” performed by Al. Source: Anthropic,
“Disrupting the First Reported Al-Orchestrated Cyber Espionage Campaign,” November
13, 2025 (corrected November 14, 2025). URL:
https://www.anthropic.com/news/disrupting-Al-espionage Verification: VERIFIED.
Anthropic issued a correction on November 14: original said “thousands of requests per
second”; corrected version reads “thousands of requests, often multiple per second.”

[5] Claim: FBI warned that China’s cyber operations are expanding to broader

industries. Source: The Washington Post, August 27, 2025. URL:
https://www.washingtonpost.com/technology/2025/08/27 /fbi-advisory-china-hacking-
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expansion/ Verification: VERIFIED. The Washington Post reported the FBI advisory
warning that Chinese hacking campaigns have expanded to 80+ countries and broader
industries beyond telecom.

[6] Claim: US nuclear weapons agency breached in Microsoft SharePoint hack.
Source: Bloomberg, July 23, 2025. URL:
https://www.bloomberg.com/news/articles/2025-07-23/us-nuclear-weapons-agency-
breached-in-microsoft-sharepoint-hack Verification: VERIFIED. Bloomberg first
reported the NNSA breach via Microsoft SharePoint zero-day vulnerability. Event
citation, not a statistic.

[7] Claim: French defence firm Naval Group investigated a cyber leak. Source:
Financial Times, July 22, 2025. URL: https://www.ft.com Verification: VERIFIED. The
Financial Times reported Naval Group’s investigation into a cyber leak of defence data.
Event citation.

[8] Claim: “WorldLeaks claimed 1.4TB of Nike data: 188,347 documents.” Source: Dark
Reading, January 26, 2026. URL: htips://www.darkreading.com/cyberattacks-data-
breaches/worldeaks-extortion-group-stole-1-4tb-nike-data Verification: VERIFIED.
Dark Reading reported WorldLeaks’ claim of 1.4TB / 188,347 files. Note: Nike’s
investigation was ongoing at time of publication.

[9] Claim: “Everest ransomware group claimed 861GB from McDonald’s India.” Source:
SC Media, January 21, 2026. URL: https://www.scworld.com/brief/everest-ransomware-
group-claims-mcdonalds-india-data-breach Verification: VERIFIED. SC Media reported
Everest’s claim of 861GB exfiltrated from McDonald’s India. Note: these are the Everest
group’s claims.

[10] Claim: “Over 70% of major breaches in 2025 involved polymorphic malware” and
BlackMamba using LLMs. Source: OffSec, February 2026. URL:
https://www.offsec.com/blog/defending-against-ai-powered-cyber-attacks/ Verification:
VERIFIED. OffSec states: “over 70% of major breaches involve polymorphic malware”
and discusses BlackMamba as an LLM-assisted malware example.

[11] Claim: “13% of organizations reported breaches of Al models; 97% lacked Al
access controls;” “only 34% perform regular audits;” “Shadow Al breaches affect data
across multiple environments (62%).” Source: IBM, 2025 Cost of a Data Breach
Report, July 30, 2025. URL.: https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-
organizations-reported-breaches-of-ai-models-or-applications,-97-of-which-reported-
lacking-proper-ai-access-controls Verification: VERIFIED. IBM’s press release
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headline reads: “IBM Report: 13% Of Organizations Reported Breaches Of Al Models
Or Applications, 97% Of Which Reported Lacking Proper Al Access Controls.”

[12] Claim: “OpenClaw autonomously deleted emails without authorization.” Source:
Business Insider, February 23, 2026. URL: https://www.businessinsider.com
Verification: VERIFIED. Business Insider reported that Meta’s Al Alignment Director
revealed OpenClaw deleted over 200 emails without permission after losing its safety
prompt during context compaction.
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